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• Lector Toegepaste informatica

* Maths , Problem solving

* Cryptography

* Cybersecurity Management

* IT Governance Cobit 5 / ISO 27000

* Risk management / assesment

* ERP-CRM-WMS

* ICT strategy

• Coördinator onderzoek Toegepaste informatica

* Research projects

* Internships / Bachelor Proofs

* Challenges , studytours , IT fairs ,…

* Member of the Belgian Cyber Security Coalition vzw and IoT.be vzw



Toegepaste Informatica

3 afstudeertrajecten

• SSE : Software and System Engineering

• ICTC : ICT Consultant

• CCCP : Computer and Cyber Crime Professional

3



16/12/2015 4



16/12/2015 5



751.000

Notifications of infected computers in Belgium

(until June 2014)

Number of infected 
computers in Belgium
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Cyber incident exercise
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General situation 
You are CEO of a large company specialised in engineering and machine building.

Your company keeps databases containing  data of customers, mainly diagrams of new 

machines to be build.

Selected staff of your customers have VPN access on your environment to handle the 

files of the customers.

Your customers can also access your services through a web account in order to follow 

up the projects.
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Incident situation 
This night at 02:10 +0020 you received via e-mail the following message: 

Sent : 23 June 2015 02:10 +0020

From : KingOfTheWorld@RemixMailer.net

To : CEO@MachineBuildingCompany.be

Subject : Compensation for audit of your lousy security. 

Dear Mr. CEO

You and your company are extremely negligent and do not take the right security measures to 

protect customer’s (top secret) diagrams of machines.

I’ve got a copy of your complete databases.

As compensation for my good work, I want the amount of 50.000 € paid in Bitcoins with 48 

hours from now.

If you agree to compensate me, contact me via my e-mail address in order to get payment 

instructions.

If I do not get any reaction from your side or no payment is done before the deadline, I’ll make 

all data from your database publicly available on the internet.

Hope to hear from you.

KingOfTheWorld

mailto:KingOfTheWorld@RemixMailer.net
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Requested

Which first actions do you 
consider to take in your 
company? 
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COBIT 5 provides a comprehensive framework that assists 

enterprises to achieve their goals and deliver value through effective 

governance and management of enterprise IT.



Governance of Enterprise IT

COBIT 5

IT Governance

COBIT4.0/4.1

Management

COBIT3

Control

COBIT2

An business framework from ISACA, at www.isaca.org/cobit

Audit

COBIT1

COBIT 5:  Now One Complete Business 
Framework for
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information security management system 
(ISMS)



16/12/2015 18



16/12/2015 19

Wat is het verschil tussen ISO 27001 en ISO 27002?

De internationale standaard ISO 27002 (volledige naam: ISO/IEC 27002:2013) definieert 
richtlijnen voor de implementatie van de maatregelen die in ISO 27001 worden genoemd. ISO 
27001 specificeert 114 maatregelen die gebruikt kunnen worden om beveiligingsrisico’s te 
verkleinen, en ISO 27002 levert details over de manieren waarop deze controles kunnen worden 
geïmplementeerd. Organisaties kunnen gecertificeerd worden voor ISO 27001, maar niet tegen 
de ISO 27002. 
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•A.5: Information security policies (2 controls)

•A.6: Organization of information security (7 controls)

•A.7: Human resource security - 6 controls that are applied before, during, or 

after employment

•A.8: Asset management (10 controls)

•A.9: Access control (14 controls)

•A.10: Cryptography (2 controls)  Crypto4SME - General Data Protection Regulation EU

•A.11: Physical and environmental security (15 controls)

•A.12: Operations security (14 controls)

•A.13: Communications security (7 controls)

•A.14: System acquisition, development and maintenance (13 controls)

•A.15: Supplier relationships (5 controls)

•A.16: Information security incident management (7 controls)

•A.17: Information security aspects of business continuity management (4 

controls)

•A.18: Compliance; with internal requirements, such as policies, and with 

external requirements, such as laws (8 controls)
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Education Landscape for Cybersecurity
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Education in IT and Computer Sciences

Education in Information Security and 
Cybersecurity related domains

Specific courses within other education 
programs

Check www.b-ccentre.be/education

Check www.b-ccentre.be/education

Following pages list inventoried options



Check
b-ccentre.be/education
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Education in IT and Computer Sciences
Specific courses within other education 

programs



Academic education in Information Security, 
Cybersecurity and related studies

Inventoried education offering:

• Computer & Cyber Crime Professional (Bachelor) ,HOWEST University of Applied Sciences (Bruges)

• Executive Master of IT Governance And Assurance, Antwerp Management School

• Advanced Master of Intellectual Property Rights And ICT Law, Ku Leuven

• Executive Programme in Security Governance, Solvay Brussels School Of Economics And Management

• Executive Programme in Cybersecurity, Solvay Brussels School Of Economics And Management

• Executive Programme in Information Security, Solvay Brussels School Of Economics And Management

• Executive Master in Information Risk And Cybersecurity, Solvay Brussels School Of Economics And 
Management
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Education in Information Security and 
Cybersecurity related domains
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COMPUTER & CYBER CRIME PROFESSIONAL
HOWEST University of Applied Sciences in Bruges
www.howest.be

• Unique training from the age of 17 / 18 years

• Level : Professional Bachelor Applied Computer Science – 3 years

• Technical skills : 

Web pentesting, Network & system pentesting, Forensic analysis , Social engineering, Cryptography , Biometrics, …

• Non technical skills :

IT Governance , Information security management , Risk management , Risk assesment , Privacy rules , IT jurisdiction , Cyber 
crimes, Mobile security management, Cybersecurity , …

• Frameworks :

COBIT 5 , ISO 27001/2 , NIST CSF , PTES , ITIL v3 , OWASP , SANS , …

• Certificates :

CEH , Cisco CCNA , VMware , CSX (Cyber Security neXus) 

Ready for CISSP and CISM

• Secure development :

Python, C , C# , PHP, Java , JavaScript , ASP.NET
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http://www.howest.be/
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Traject Computer & Cyber Crime professional HOWEST - Toegepaste informatica

Webbeveiliging I S2

Web pentesting Parcifal Aertssen

Data mining technieken S3

Wetgeving i.v.m. privacy en databanken en informaticarecht Marc Vael

Webbeveiliging II S3

Webbeveiligingen en Honeypot Parcifal Aertssen

Softwareontwikkeling en beveiliging S4

C en Python Jonas Maes

Computercriminaliteit S4

Computercriminaliteit Guy Verbeeren

Projecten III S4

Beveiligingsproject in samenwerking met bedrijf of organisatie Kurt Callewaert

Beveiligingstechnologie II S5

VMware, Cloud computing en beveiliging Tijl Deneut, Alexander Van Maele

Linux Server security Jonas Maes

Forensische ICT en CCNA Security S5

Forensische ICT tools Tijl Deneut , Alexander Van Maele

CCNA Security Christiaan Ledoux

Beveiligingsalgoritmes en -software S5

Beveiligingsalgoritmes - cryptography Kurt Callewaert

Netwerk en systeem pentesting Tijl Deneut , Alexander Van Maele

Beveiligingsbeleid S5

IT Governance Kurt Callewaert

Beveiligingsbeleid, threat en risk assessment Kurt Callewaert

Webbeveiliging IV S5

Gastsprekers uit de security over onderwerpen die niet aan  bod Tijl Deneut

kwamen tijdens de lessen vb SCADA

Challenges, seminaries en bedrijfsbezoeken S6 Kurt Callewaert

Deelname Brucon, Infosecurity, Hacking challenges, Fosdem

Bachelorproef en stage S6 Kurt Callewaert

Security stage in een bank, bedrijf of openbare instelling,



Technische en niet-technische certificaten
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Stages en beveiligingsprojecten
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Secure development
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Top vijf IT vacatures in % 
stijging in 2015 tov 2014:
1. Security Consultant                         + 59 %

2. ICT Manager                                   + 50 %

3. Softwareontwikkelaar                   + 27 %  

4. Applicatie/Functioneel Beheer     + 25 %

5. Project Manager                              + 24 %


